3GPP TSG-SA3 Meeting #102bis-e 
S3-211060
e-meeting, 1 - 5 March 2021















Revision of S3-21xxxx
Source:
Qualcomm Incorporated
Title:
Using TLS with AKMA to protect EDGE-1 and EDGE-4
Document for:
Approval
Agenda Item:
2.8
1
Decision/action requested

The contribution propose to use TLS with AKMA to protect some Edge interfaces.  
2
References

[1]
3GPP TR 33.839 v0.4.0
3
Rationale

This contribution proposes a solution that uses TLS with AKMA to protect EDGE-1 and EDGE-4.
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
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6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Network capability re-exposure via Edge Enabler Server
	
	
	
	
	
	
	
	x
	
	

	Solution #16: EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK

	x
	x
	x
	
	
	x
	
	
	
	

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	
	x
	
	
	
	
	
	
	
	

	Solution #19: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	Solution #20: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	Solution #21: security for the interface between the SMF and LDNSR
	
	
	
	
	
	
	
	
	x
	

	Solution #22: EC: New solution on authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #X: Using TLS with AKMA to protect edge interfaces
	
	
	
	
	
	X
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
**** NEXT CHANGE ****

6.X
Solution #X: Using TLS with AKMA to protect edge interfaces
6.X.1
Solution overview
This solution addresses the EDGE-1 and EDGE-4 parts of key issue #6.

6.X.2
Solution details
6.X.2.1
General

The solution proposed to use TLS with AKMA generated keys to protect EDGE-1 and EDGE-4. Profile of the Ua protocols for GBA (TS 33.220 [8]) are provides in the following clauses to achieve that protection.

6.X.2.2
Shared key-based UE authentication with certificate-based AF authentication
6.X.2.2.1
General

The following subclause of clause X.1.2 provides the changes needed to adapt the Ua protocol given in clause 5.3 of TS 33.222 [xx] to work with a KAF derived using the AKMA procedures.

6.X.1.2.2
Procedures

The procedures follow those given in clause 5.3.0 of TS 33.222 [xx] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [8]), with the following changes. 

At step 2, if the clients supports AKMA with this protocol then the client shall add the constant string "3gpp-akma" to the "User-Agent" HTTP header as product tokens as specified in IETF RFC 2616 [yy].

At step 3, if the (N)AF selects AKMA for deriving the key, then the (N)AF shall include the "3GPP-bootstrapping-akma" within the WWW-Authenticate header field. In the selection of the key method, AKMA shall take priority over GBA_Digest (see TS 33.222 [xx]).

At step 5 given AKMA has been selected for keying, the client shall send a response with an Authorization header field where Digest is inserted using the A-KID as username. KAF shall be used as password in the Digest calculation.

At step 6 given AKMA has been selected for keying, the (N)AF shall verify the value of the password attribute using KAF retrieved from AAnF using the A-KID received as username attribute in the query. If the (N)AF is not able to obtain the AF-specific key when using AKMA mode, the (N)AF shall respond with an appropriate error message not containing the realm attributes from step 3.

6.X.2.3
Shared key-based mutual authentication between UE and AF
6.X.2.3.1
General

The following subclause of clause X.1.3 provides the changes needed to adapt the Ua protocol given in clause 5.4 of TS 33.222 [xx] to work with a KAF derived using the AKMA procedures.

6.X.2.3.2
Procedures

The procedures follow those given in clause 5.4.0 of TS 33.222 [xx] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [8]), with the following changes.

At step 2, the (N)AF shall include a constant string "3GPP-AKMA" is used as PSK-identity hint to indicate that AKMA based keying is supported.At step 3, the UE may use an AKMA generated key if suport was indiacted by the (N)AF (even if GBA-based were also indicated as supported by the (N)AF). To use as AKMA generated key, the UE shall TLS premaster secret from KAF and shall send a ClientKeyExchange message including a PSK identity consisting of "3GPP-AKMA" and the A-KID.

At step 4, if the (N)AF receives the "3GPP-AKMA" prefix and the A-KID in the ClientKeyExchange messages it fetches the AF specific shared secret (KAF) from the AAnF using the A-KID. The (N)AF shall derive the TLS premaster secret from the AF specific key (KAF).

6.X.3
Solution evaluation 

TBD
**** END OF CHANGES ****

